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Abstract: Efficient monitoring and management of hydropower 
plants and fleets, supported by digital tools, are essential to 
address future challenges in the hydropower segment. This 
article highlights the importance of digitalization for cost 
reduction, increased energy output, and minimized downtimes. It 
demonstrates how Big Data analysis can effectively solve 
complex problems across diverse plant fleets using classical 
statistical methods, whereas machine learning is limited to 
specific cases due to fleet heterogeneity. Through best practice 
examples, the paper shows how crossfleet Big Data queries aid in 
anomaly detection and automated threshold determination. 
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1 Introduction
The need for digital solutions to increase automation and reduce laborintensive tasks 
is steadily rising. Employees should be able to monitor hydroelectric power plants, 
often heterogeneous and geographically spread, from remote locations. This requires 
a cloudbased system for telemetry and metadata management, along with hig-
hquality data preprocessing and standardization.
Setting up a robust cloud infrastructure for collecting and processing operational data 
is the first step. This infrastructure must ensure seamless integration and 
harmonization of diverse data types, enabling reliable analysis. Effective data 
preprocessing techniques, such as normalization, filtering, and transformation, are 
crucial.
The next challenge is identifying irregularities in the operational behavior of the power 
plants based on the collected data. Currently, artificial intelligence (AI) approaches are 
often employed for this task. However, the heterogeneity of power plant fleets poses a 
challenge. The data volumes available are often too small for AI to detect anomalies 
without domainspecific knowledge. Moreover, AI methods can lead to situations 
where users rely blindly on algorithm outputs, diminishing their ability to make informed 
decisions.
Statistical methods are often just as suitable for identifying irregularities. These 
methods can derive threshold values by comparing statistical metrics across the fleet.



They are simpler to implement and interpret, providing valuable insights without 
complex AI models.
We propose an approach to support hydroelectric experts with big data methods, 
enabling efficient monitoring of many hydropower plants while building expertise. This 
combines advanced data analytics with domain knowledge to provide actionable 
insights and enhance the operator's understanding of the system.
We outline the necessary prerequisites, including a scalable cloud infrastructure, 
sophisticated data preprocessing pipelines, and the integration of statistical models 
with expert systems to leverage both datadriven insights and human expertise.
Finally, we present practical application examples demonstrating how this approach 
can be applied in realworld scenarios. These examples highlight the benefits of 
combining big data analytics with domain expertise, helping operators gain deeper 
insights into the operational performance of hydroelectric power plants, detect 
anomalies more effectively, and make betterinformed decisions.

2 Preconditions

The successful implementation of a cloudbased bigdata monitoring system is 
based on three pillars:

1.	 Scalable and HighPerformance Infrastructure: This includes IoT gateways, 
cloudbased storage and computing resources, and a scalable bigdata 
analytics platform.

2.	 Ensuring Data Quality: Special attention is given to accurate data acquisition, 
correct PLC signal assignment and identification, a unified unit system, the 
automatic and manual exclusion of erroneous data, the addition of missing data, 
the creation of uniform time bases through resampling methods together with 
the implementation of preprocessingfeatures and data aggregation.

3.	 Comprehensive Metadata Management: This involves storing plantspecific 
properties and parameters in a dedicated database, enabling the automatic 
configuration of generic monitoring models based on this plant data. The 
database must also contain the necessary information to classify plants 
according to the applicability of individual analysis models (e.g., classification of 
turbine type, bearing type, type of cooling system, etc.).

The Global Hydro IoT landscape

Data are locally generated by an array of sensors, typically interfaced with 
Programmable Logic Controllers (PLCs). In addition, a multitude of control and 
protection devices deliver a vast quantity of information. Commonly, this control 
equipment is capable of communication via an open industrial protocol standard. The 
locally installed Internet of Things (IoT) Gateway manages the communication 
between these control devices and the Microsoft Azure infrastructure. Data are 
preprocessed and buffered at the IoT Gateway. Subsequently, they are transmitted to-



Microsoft Azure using the Advanced Message Queuing Protocol (AMQP), where they 
are arriving together with a unique ID at the IoT Hub. Furthermore, Global Hydro equips 
turbines and generators with vibration sensors and IoT vibration diagnostic devices as 
standard, which sends high resolution raw vibration records to the Azure cloud’s blobs-
torage, cyclically.

Data arriving on Microsoft Azure serve dual purposes: they are visualized on the IoT 
SCADA system (HEROS Connect) and utilized within the data analytics platform 
Databricks. Operational data from the plants are stored in a Delta Lake, while metadata 
describing the turbines, generators, and auxiliary equipment are hosted in a MS SQL 
database. Anomalies detected by the analytics and machine learning platform are 
automatically reported to a ticket system, where an expert is notified and takes care of 
ticket.

Figure 1 shows the interaction between the bigdata analytics platform Databricks, 
combined with metadata management the webbased customer interface Heros 
Connect (Figure 2), and the Data Science Platform.

At present, 83 customers with 216 turbines are connected to the cloud platform, with 
the earliest data traceable to 2015. Typically, each turbine records 50 to 100 analog 
signals, in addition to numerous digital signals. Furthermore, 100 turbines also supply 
highresolution raw vibration data, captured from a total of 324 acceleration sensors to 
enable detailed vibration diagnostics in time- and frequency domain.

Figure 1: Global Hydro IoT landscape
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Figure 2: Heros connect (a) overview and dashboard (b)



3 Big data approach and use cases

Global Hydro leverages the IoT platform to implement and execute enhanced 
MLbased algorithms for condition monitoring, and operational optimization of hydro-
power assets to reduce OPEX and to increase hydropower fleet performance and 
availability. Monitoring models are used, for example, to quantify the wear (of e.g. 
labyrinth seals or nozzle tips) or to detect unexpected, gradual changes of particular 
sensor signals such as temperature or vibration. In addition, ML models are employed 
to improve the performance, e.g. by optimizing the efficiency of the water flow distri-
bution between the turbines.

This paper looks specifically at asset monitoring use cases where irregularities are 
sought across the fleet, but no standardized thresholds are known for characteristic 
values that can be used to distinguish whether values are normal or abnormal. This 
problem can be easily solved using statistical methods, as long as the data points are 
supplied by many systems and are reasonably comparable with each other. Examples 
of signals that are not comparable from system to system are, for example, generated 
power, flow rates, etc. Such values can only be compared if they are normalized to 
dimensionless perunit values beforehand. On the other hand, vibration parameters, 
temperatures, etc. are easily comparable. The prerequisite for this approach is that the 
measurement data from all power plants in the fleet is available in a huge central 
database and can be analyzed efficiently using a bigdata framework. This section 
shows specific use cases how Azure Databricks can be used to perform PySpark 
queries or Spark SQL distributed queries to analyze statistical distributions across 
fleets within seconds.

3.1 Example: Detect rotational misalignment
This example shows how angular or parallel bearing misalignments or a bent shafts 
can be identified in the fleet. Using expert knowledge in vibration analysis [7] and big-
data queries, suspicious patterns can be identified even if common vibration 
characteristics are far below standardized limits [8]. These findings can be used to 
correct problems before they lead to early bearing failure.

The data analysis platform automatically analyzes the recorded acceleration raw data 
signals taking into account the parameters from the parameter database, calculates 
18 time- or frequencydomain vibration features per record and stores them in a delta-
lake table for further evaluation. Figure 3 shows how to use the PySpark API to query 
the database table containing all the vibration features of all vibration sensors, installed 
at any asset of the entire fleet. The purpose of this query is to identify abnormal high 
vibration velocity magnitudes (VRMS) in axial direction, corresponding to the rotational 
frequency (1X) of the generator shaft, which can indicate a bearing misalignment or a 
bent shaft. The script aggregates peak values for each sensor. To improve robustness 
against outliers, the 95% percentile is taken instead of the maximum. The evaluation 
is plotted as histogram and the most suspicious cases are listed as table.



Figure 3: PySpark example

Figure 4: Histogram of vibration feature

Assuming that most plants of the fleet are performing sufficiently well, a reasonable 
limit value of 0.7 mm/s can be easily read from the histogram, shown in Figure 4. 



Figure 5: Top 10 vibration measurement issues

3.2 Example: Excessive hydraulic pressure change rates

Usually, each turbine is equipped with a hydraulic actuation system to control the 
turbine power and to actuate safety critical valves. In order to be able to stop the turbine 
reliably and purely mechanically in case of an emergency shutdown, the hydraulic unit 
has a pressure accumulator that can store enough energy to actuate the emergency 
shutdown armatures. A potentially dangerous reduction in storage capacity can be 
detected, when the hydraulic pump switches on/off more frequently. More pressure 
cycles accumulate over the course of a day.

This example shows how to query the database table containing the entire telemetry 
data of all connected power plants to quantify the average, per hour change rate of the 
hydraulic system pressure per turbine. An excessive pressure change rate can indicate 
the need for a nitrogen refill.

In this example, the query is implemented in Databricks Spark SQL syntax. Note that 
the underlying table already contains precalculated aggregates for various resampling 
time windows, e.g. "sumChanges" for all telemetry signals. On the assumption that 
most systems are well maintained, a limit value of 1000 bar/hour can easily be 
identified on the histogram.



Figure 6: Pressure change rate

3.3 Example: Detect winding temperature symmetry anomalies

Normally, at least one winding temperature sensor is installed per generator phase. 
Due to the strong thermal coupling in the winding head, the absolute difference 
between the measured winding temperatures of a generator must be quite small, even 
if the phase currents are not perfectly symmetrical.

The following script has been implemented to identify suspicious measurements from 
winding temperature sensors within the entire power plant fleet by looking for excessi-
ve temperature differences between the winding phases of the same generator. In this 
example, 2 generators with faulty temperature sensors were identified.



Figure 7: Winding temperature asymmetry

4 Conclusion

In conclusion, complex machine learning methods are often illsuited for monitoring a 
highly heterogeneous fleet of hydroelectric power plants, though they can be beneficial 
in specific cases. The foundation for efficient analysis and monitoring of such diverse 
assets lies in good data management, high data quality, and a scalable big data 
infrastructure combined with robust statistical methods. 

Although machine learning methods are a powerful tool in the field of small 
hydropower, they are only recommended to a limited extent for some tasks, as simpler 
and more robust statistical methods are sufficient in some cases. Simple crossfleet 
queries are particularly effective for quickly identifying anomalies and specifying 
appropriate trigger thresholds for condition monitoring models. This approach 
leverages the strengths of statistical methods to provide quick and actionable insights.

Ultimately, while AI alone may not address all complexities of monitoring 
heterogeneous hydroelectric fleets, a hybrid approach that integrates big data 
techniques with human expertise presents a promising solution. This approach 
enhances the efficiency of remote monitoring and ensures that operators continue to 
develop their knowledge and skills. 
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